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One of the most extraordinary of our cipher experiences, .****»*d* 
from a psychological standpoint, was that in connection with some con¬ 
spiracy cases against Hindus and Germans in late 1917. The men had been 

- ' . - L t. - - ■ _ ■ ' 

cX ------ 

apprehended in this country,, though their crime was against our ally, Great 


Br x tai<fP- that is the crime of attempt ing to st ir n o a revolution in Indisu) 

"uf 101?. A representative from Scotland Yard came to 
us with an introduction from the Chicago Department of Justice. He brought 
with him a great stack of correspond ce which the British postal censors 
had intercepted. Of information he could give us none except a list consist¬ 
ing of a few names of the suspects. This stack of papers,constituting 
letters passing, between various agents, presented an appearance at first 
quite baffling. The letters consisted of series of figures in groups of 
tnree, such as 7^11yS; 8jr5£~ 6; $£-9~15; etc. After preliminary study 
it was determined that these figures referred respectively to page, line, 
and position in .the line of a certain book. That is, 7^11^3 meant page ' 

7, line 11, third letter in the line of this certain unknown book. The 
baffling part of the problem, of course, was what seemed to be the ex¬ 
tremely remote possibility of reading any of these letters without having 
the book from which the numbers were taken. Per a time it looked like an 


insurmountable task.j However, after further study the fact was noted that 

the correspondents hacy\ repeated ^s .rri^ s of numbers (in many cases-* Vhen 

'■ Urtrf4. oXf ) \6^ i nulls 


desiring" ro encipaer a t ,cr v — r ■ ■ 

•^v<i £jO*m Vvv, . \ 'An. ' UjWi '-^rrrik QiM^.' ’ ~ 

series of numbers nr- m - a . r,f r 4 

d-- iA». thv. u^iaa-iL cMixw*-#, A, 

pp-'^-k- t_k -- t- V - JV r ^ fa*- -h/A-,,y pA-VC. Ov.A-i ^ i- ' -X' yP P'rr-^- j-<, , 

aaednunb;?. , r , 3 After all it was something that mieht be expected with 
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if / 0.jr\ y ■, ay afT 


that the corresoon- 
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dents would thus [itxXhC jlsJ«h-H* A-^^x^c^v , 

After considerable study we finally found a place where we thought 


it possible to fit the name of one of the Hindu agents. From this, fragment 
by 'fragment,' the plain text of the messages was constructed and not only the 
plain text of the message?, but we could state with reasonable certainty that 


on page so and. so of the unknown book used, line so and so 02 


that pa.ge, ap¬ 


peared the word "Germany* 1 / £n another page and line, "government", and else- 

' yag^_Jjh- 

where, "constitution" and the like. From such evidence as that we deducta^W-' 


ID 

<H- ■ tf- nxt ’"paA 

that, the subject matter of this unknown Book was’political • economy^ o 


is the time apnroaehed for the triaWto be held in Chicago 

_ ... .. 




V, ^ 


certain of the agentsfwe were 


w< 


by the Department of Justice that it 
would be extremely advisable to have on hand a copy of the book in order to 
convince the jury that the messages had not been read by witchcraft and 
black magic. We, therefore, instituted a search throughout the United States 


and in England among book dealers, asking fo 




>r d 'book”, “subject /political 

A 


<r* 

economy#, actual title and author unknown .but which would have on certain 

A. ; 

pages and in certain lines definite words which we listed-.- -In every case 

CA- WvkAr *$#-9*4 , ... 

n . _ C r V ■ . Vi .,^p_ 

tne 000 k dealers to -shorn the request was made replied in the nea-ative^^H5ie 

~ w Aft 

M? 

trial opened. The attorney supplied the courtroom with a large blackboard 
in order that the steps in the solution might be demonstrated to the jury 

in lieu of the lack of the book used. (The second day of hr. Friedman's 

. 

wait to-he 1 called to the witness stand, as he was walking down Clark Street 

and past'McClurg's on a raomesthr-lns'piratioh/he walked in and went to hie 

A 


rsitionyrne w 

section on political economy and rummaged among the books there. Ins 


me 


his astonishment at picking up the very book which the previous nation¬ 
wide search had failed to produce J fW_ •'<Ctrw<r> <^ve4°-4.- T " s ^---C**-*-^**-**^. 
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A second incident, almost uncanny in its similarity psychi- 
ologically to the former, occurred in connection with the trial of more 
than one hundred Hindus and Germans.'" This trial was held in San Fran- 
■ cisco in December of ISl^jf. The correspondence of many of the indicted 
agents had presented an appearance somewhat similar to the correspondence 


in the former case;; that is, the numbers were grouped in series of three 
In this case, however, the.middle number of each group of three was al¬ 
ways either number one or two,, indicating a book divided into columns, 

two to the' page. In addition showed that the numbers re- 
* * ' s . . A ■> . x 


ferred not to. 


45 *^ 4 . 

letters but to words, therefore, showing that th-j 

A* 


book used was a dictionary. Thus the nature of the book was determined 
as the correspondence was in the process of decipherment B We 

that the book used was the second volume of a German-English dic¬ 
tionary and that it was many years old, certainly preceding 1900 in date. 
Again we telegraphed and cabled American and English book dealers for 
the English-German volume of a dictionary of such a date conforming to 
certain given requirements. Again the reply came back in every case in 
the negative. 


'Mr. Friedman deported for San -Francisco. During the day's after 

his arrival there, while waiting to be called to the witness stand, he con- 

the 

tinued his searcxi for the book in question. He visitsd/university 11- 


brariJA at..& 


Berkeley, as well as all of the book shops in the 


OP 


city proper, to no avail. On fefes-day on which-he visited the University of 


Jalifornii 


?rkeley he met quite by accident on the eamnfcis a. former in¬ 


structor at Cornell who was then teaching at the California University. 
This man suggested that Mr. Friedman try the cooperative book store, the 



(• 


i) 


'* college co-op”. The two men then proceeded to this venerable hook shop 
and inquired for the desired volume* Many dusty volumes were excavated 
ill an. effort to locate the hook. ‘The search was just resigned as hope¬ 
less when an elderly employee, of the shop spoke up saying, "Wait a mi nut 
He retired into the dim and remote corners from Science he issued with— 
believe it cr not—an English-German dictionary of 1380 which-answered i 

every detail the requirements? and was actually the volume so long sought 

J 

for. 

Once again the testimony was strengthened by having at hand at 
the time of the trial s. copy cf the book which had actually been used by 
the correspondents. 

This last mentioned trial was a more or less sensational oc¬ 
currence because of the fact that one of the Hindus ^gya 1 ""frami. who 
had turned state’s evidence, was shot dead in the courtroom by another 
Hindu,prisoner, ' flh who in turn was shot dead by the United 
States marshal who. fired from the gaXL&ay of the courtroom over the 


heads of the spectators 



r J?he Hindus employed three different cryptographic methods. The 
first was what cryptographers call a pure cipher method using a keyword. 

It was as follows* 

The numerical values of the letters of the message to be enciphered? 
were obtained from the following diagram by taking the coordinates of the 
small square occupied by each letter. Thus, the message COME AT QNCS would 
be written as: 13 - 31 - 26 - 15 - 11 - 36 - 31 - 27 - 13 - 15 . 

1 2 3 4 5 6 7 

1 ABCSEPC 

2 H I J K 1 M H 

3 0 P Q E S T C 

4 ¥ W X I 2 

After the message was written out in this fashion, the numerical values 

of the letters of a keyword were added to the numbers. The sequence of key- 

numbers would be repeated as many times as necessary* takeover the entire text 

. 0 .'. tihe message. Suppose the prearranged keyword were the word LAMP • its 

letters have these values (according to the diagram above)* 

LAMP 
25 - 11 - 25 - 32 

The values were then added to the values of the letters of the message. Thus; 

C OMEATOHCE 
13-31-26-15-11-35-31-27-13-15 
25-11-26-32-25-11-25-52-25-11 
33—42-52-4:7-36-47-57-5 9-38-26 

The message was then broken up into groups of five figures,ready for trans¬ 
mission, Thus* 


38425 24736 4 7 575 


9 3 8 2 6 



The solution of messages enciphered accordirg to this scheme,, 
even though letter was wholly unknown to us,. was not very difficult, The 
first step was, of course, to take the 5-digit groups and rewrite them into 
pairs of digits. (Then the test was carefully examined for repetitions. The 
mathematical relations existing among the intervals "between these repetitions 
gave Claes to the length of the keyword. Once this length was determined' 
the text was regrouped into "periods” or "cycles”, the individual members of 
which obviously "belonged to similar alphabets. For example, in the illus¬ 
tration above, the period is four, that is, there are four alphabets involved. 
(Therefore, the 1st, 5th, 9th ... numbers belong to the first alphabet; the 
2nd, 5th, 10th ... numbers belong to the second alphabet; the 3rd, 7th, 11th 
'•»»* numbers belong to the third alphabet; the 4th, 8th 12th ... numbers to 
the fourth alphabet. After the numbers composing the text had thus been 
allocated to their respective alphabets, the latter were examined in detail, 
in order to solve the values of the various numbers belonging to each alpha¬ 
bet. These values were different, of course, in each of the four alphabets 
because of the key numbers that had been added. Thus, in the first alphabet 
the letter A was represented by the number 35 because this value was produced 
by adding the value of the first letter of the keyword L, (= 25} to the value 
of A (s IX}. Of course, we did not know this when we were solving the 
message. We first solved the summation values (35 ® A, for example}, by 
applying the principles of frequency, and after we had read the whole mes¬ 
sage we were interested enough to try to find out why A had the value 35 in 
the first alphabet, the value 22 in the second alphabet, and so on. It was 
’J very long before we had reconstructed the diagram shown above and had 


not 


icuad out- that the keyword used his the cord lsi!P. 

She second method need by the Hindus was what is technically termed 

* ““ aeih0i - 14 mde ttBe 0f « «««* dictionary of the two-column type. 
In order to indicate a word of the message, the number of the page, column 

and position in the column that the cord occupied set down. For example, 
the message COME AT WOE might he indicated thus, 


CQi'IB at ones 

78 - 2 - 48 35 - 1 - 1 ? 122 - 1 _ 52 


Hot knowing what dictionary had been employed, horn did v»e proceed? 
ivell, again by recourse to principles of frequency, of course, the form of 
the groups, the fact that the central figure in each case was always either . 

' “ 1 " “ ** i ” ,eilatel y “«•*•« that an ordinary dictionary had been used. 
Sh9n !iU 4he Sr °“ ps TOre listed ■“merically, to find out what repetitions 
there were. The massage was quite a lengthy one. running into several hundred 
groups, how everybody knows that the letters composing'vritten English are 
used with greatly varying frequencies, E being ushd the most often, I, the 
next often, and so on. letters also combine to form certain very common 
p^rs ol letters, such as EH, EE, and common endings, such as ISO, ESI, and 
so on. But not so troy people know that the same phenomenon is true as 
regards the frequencies with which words are used, as well as the combinations 
Which they frequently form, bailed studies have been made along these lines 
by various investigators, one of the latest of suoh studies being that made 
by Professor Godfrey Dewey of Harvard University. He found from an analysis 

01 **“*“ *“* 404aUing 100 > 000 " ords *** while there were 10,16! different 


words among the 100,000 examined. 


10 words Kade *P 23,67? of the whole 100,000 
iuO *ords nfe.ae up 54,303 of the whole 100,000 
1°°° word3 sade 78,336 of the whole 100,000 



r Tne first ten ’- ?ord3 in his iist *ere these (in their relative 

order of frequency)j 

M3 ' 0S1 - *82 • M. • 6 > IS, THAT, IT, Is, j. 

. You canft convey much intelligencs using only these words, arid 
yet you can-t construct a long. Intelligible, unambiguous message without 
using the, oror and over again. It is upon these words (and upon the wor: 
STOP, to the use of which most senders of telegrams seem so addicted) that 
cue cryptanalyst first trains his guns when he is trying to shatter the 
wall behind which the intelligence conveyed by a code message is hiding. 
The code groups representing these words manifest themselves by their fre¬ 
quency of occurrence, hy their positions in the message, and by their ex¬ 
ternal form, when a dictionary is used. The last factor requires a bit 
of explanation, perhaps. In a dictionary the word-ANE-pomss far in advanc, 
o. •■i.e word EiS , for example. Consequently, the coda number for ME will 
be ouch smaller than that for THE, The code number for the word TOO, on 
the other hand, will be higher than that for THE, and oo on. In fact, the 
dictionary can be blocked off into 25 sections corresponding to the numbers 
of words beginning with each different letter of the alphabet, as follows: 
Words beginning with A form 6,43 f 3 
Words beginning with 3 form 5.35 % ' 

Words beginning with C form 9.32 $ , and so on. 

Suppose the numbers in a code message of this sort extend from 

1,0 102 * ~' ian “ follows that a ccds number falling within the limits 1 tc 
^*11 c '- v,ord bagiming with a code number falling with the 

limits 7 to 12 will represent a word beginning with B, and 


so on 




1 


Again, suppose It has teen definitely established that the code 

* a 

number 97-2-14 represents the word YOU; the code nuaber 99-2-1?, which may 
occur several times, must represent a word, certainly not far beyond YOU, end 
since there are but two or three relatively uncommon words (YOUHG, TOOTH, etc.) 
intervening between YOU and YQUB, the word is probably YOUB. This merely 
givea a general idea of the principles brought to bear after the "nonessential” 
words, such as THE, MD, STOP, YOU, AT, HI, OH, FOB, FBCM, etc., have been 
found. These may not contribute much to the sense of the message, as nouns 
and verbs do, but for the cryptanalyst they are anything but 'honessential". 

By following these principles we read about 95# of the whole of 
' the long message given us for decoding. After the message was rard, it 
became possible to try to determine exactly what dictionary was used, since 

■J 

va knew that if, for example 97-2-14 represented YOU, then we should find a 
dictionary in which this word was located on page S7, the right hand column, 
the 14th word in that column. That represented merely a painstaking search, 
interesting only for itself, certainly not essential for the general intelli¬ 
gibility and sense oi the message out only for the corroboration of doubtful 
values, bhils waiting to be called to the stand during the trial of the 
Hindus In San Francisco in December of 1917, by a peculiar coincidence, I found 
the dictionary in the Cooperative Book Store of the University of California 
at Berkeley„ It was the 2nd volume (English into German) of a rather old 
dictionary, such as students use in German courses. I have forgotten its 
Rame * Upon checking up our work I was pleased to note that we had made but 
one or two relatively insignificant errors. 





xfcs third irsthod employed by. tae Hindus was perhaps the most 
interesting from the point of view of it 3 solution. Here is how the rather 
long message began; 

Dear 

1-2-7 

1-1-4 

1- S-2 

2- 1-S 
2-3-3 

> 2-1-5 

Ara back from 
7-12-25 
7-1-19 
7-2-6 
7-1-19 
7-1-12 


Had lot 3 

22-7-6 

22-7-7 

22-7-10 

22-7-0 

22-7-14 

22-7-12 

22-7-9 


€ 2 *t»C b j c «► 

This could be nothing but cipher,built up by taking the letters 
from a book and indicating what letters were taken by giving the number of 
the page, line, and letter in the line. Dor example, the vary first set of 
numbers, 1 — 2 —/, obviously meant that the letter taken was the 7 th latter 
on the 2nd line on the 1st page of the book. But what book? 

kell, maybe we won't need the book at all. Look at the groups 
after the words HAD LOTS. The writer has obviously just returned from 

some pi^ce wners ho "had lobs" ci __ , what? \'ell, let us assume 

TROUBLE (these boys are always complaining about something or other). 


— O ~ 



If we assume the word is TROUBLE (note that there are just enough letters 

represented in cipher to fit the case), then 

22-7-6 a <2 
22-7-7 = B 

22-7-10 ® 0 
22-7-8 a U 
22-7-14 a B 
22-7-12 = L 
22-7-9 = B 

And, if that is true, does it not foulow that in tha book on page 22, line 7, 


beginning with the St’ 

3 letter. 

there 

should be 

the following; 

Page 22, 

line 7; 

6 7 

•T E 

8 9 10 

U E 0 

11 12 13 14 

L B 


The word Th'JB stands outj we may speculate as to what follow 3 it in the book I 
How about THUS OF? If that is correct, then we have a new value, 22-7-11 
equals FI Foes it appear elsewhere in the message? It does, later on in the 


following word: 


22-7-11 

22-7-13 

22-7-8 

22-7-12 

22-7-6 


Suppose we substitute the values we now have. 


What’s tha word? 
22-7-13 equals A, 
Page 22 

Hon about LABOR? 


22-7-11 = F 
22-7-13 a ? 

22-7-8 = tJ 

22-7-12 a L 
22-7-6 - 2? 

Why FAULT t of course, and that gives us one more value 

and enables us to add to our book* 

6 7 8 9 10 11 12 13 14 

• fin 8 7s 3? B U 1 0 F 1 A B 

That would give us two sore values, 22-7-15 equals'0, 


f 


and 




22-7-lb equals 33. And so on, adding a word to the decipherment gives us a 
^ord to add to the hook, the latter gives us a value or two to add in the 
decipherment, in an ever broadening stream, 

though has been shown to give a clear idea of her w 9 proceeded, 
nan tnis particular Hindu not been so lasy, had he not left what he thought 
^ere unimportant words in plain English, had ha not taken letters close to 
one^nothejjnijh^took, the job would not have been so easy, in fact, had 
he been quite careful and skipped hither and yon throughout the whole book, 
never taking more than « single letter or two from a line, we would never 
have solved the message. But he was careless, and he was lacy, and ha left 
us Plenty of clues - enough sc that we read practically all 0 f the message 
lLthS^X en kno ^%gJ ^llc 0 k had ^een used . But we could go further. 
could find the book, muybdf How? Well, haven't we good clues from the nature 
of the words and phrases We built up as we deciphered the message? For example 
you saw how we established the fact that on page £2, line 7 of the book there 
appears the phrase THUS CF UBOH. When we had finished the decipherment, we. 
had built up about fifty or more words and phrases, such as these? 

CHAELEitofiHE, KAISSB, PGBZIOH OFFICE, GMT, HUSHED 20 k HSWSFAPEB OFFICE, 

HIoTG3IChiLiiY, etc. Moreover, we could state the enact place in which each of 
these words and phrases appeared in the book, which from the nature of the 
tore seemed to be one dealing with history or political economy, probably as 
concerned the Germans. Well, we sent out a query to many bookdealers in this 
country, asking If they would try to locate such a book, having, for example, 
on page 22, line 7, the phrase THUS 0? LABOB. It was, of course, too much 
to expect, and no answers were received. However, shortly before the trial 






opened in Chicago, when the Hindu who had written the message was confronted 
with our decipherment and saw that it was correct, he broke down and confessed 
He even named the hook he had used. It was Price Collier’s ’’Germany and the 
g eggggs * A hurried visit to MeCiurg’s, the Mg hook shop, and I was soon 
corroborating our work, I found it to be correct to the extent of over S 5%. 
Only in one word had ve erred — and that was of less consequence than it was 
amusing. But I cannot tell you what the word was, because it would hardly 
pass the editorial blue pencil. 


